MpunoxeHne N 2
MHO®OPMALIMOHHAA NAMATKA

And ObYYAIKOLWKUXCA And PASMELLEHUA
HA OPULIMATIBHBIX MHTEPHET-PECYPCAX

C KaxaplM TOAOM MOJIOAECKH B MHTEPHETE CTAaHOBUTHCS OOJbIIE, a
IIKOJBHUKM OJIHM W3 CaMbIX AKTHUBHBIX Ioib3oBarenen Pynera. Mexny tewm,
MOMHMO OTPOMHOTO KOJHMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET U MPOOJIEMBI.
OTa mamsTKa J0JDKHA TOMOYb Tebe 0e30macHO HaXOAUTHCS B CETH.

KomnbroTepHbie BUPYChI

KOMIIBIOTEPHBINT BUPYC - 3TO Pa3HOBHUIHOCTb KOMIIBIOTEPHBIX IIPOTPAMM,
OTIMYUTEIBHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CLIOCOOHOCTD K Pa3MHOXKEHHUIO.
B nonosiHeHHE K 3TOMy, BUPYChl MOTYT MOBPEIUTh WM MOJHOCTHE) YHUYTOXHUTh
Bce (hailyibl U JaHHbBIE, TOJKOHTPOJIbHBIE TI0JIb30BATENI0, OT UMEHU KOTOPOro Oblia
3alylieHa 3apaK€HHas Iporpamma, a TAKXKe MOBPEIUTh WM AK€ YHUYTOXKHUTH
OIIEpaIlMOHHYI0 CUCTEMY CO BceMH (aiimamu B 1esoM. B OOJIBLIIMHCTBE CilydaeB
PaCIPOCTPAHSIOTCS BUPYCHI UEPE3 UHTEPHET.

MeTobl 3a1UThI OT BPEIOHOCHBIX MPOIPAMM:

1. Mcnonb3yii COBpEMEHHBIE ONEPAIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIM
YPOBEHb 3aIIUTHI OT BPETOHOCHBIX POTPaMM;

2. IloctosHHO ycraHaBiuBail mayTd (UU(pPOBBIE 3allIaTKH, KOTOPbIE
aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAOOTKM MPOrpamMMbl) U ApPYTHe
OOHOBJIEHUSI CBOEH omepanuMoHHON cuctembl. CkauumBall HX TOJBKO C
opunmanpHOoro  caiita paspaborunka OC. Ecaum  cymectByeT — pexum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIOUH €T0;

3. Pabortaii Ha cBoeM KOMIIBIOTEpE IO/ IpaBaMU IOJIb30BATENs, a HE
aJIMUHUCTpATOpa. OTO HE IMO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX MPOTpaMM
WHCTAJUIAPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcrnons3yd aHTHUBUPYCHBIE NPOrPAMMHBIE IPOAYKTBI HM3BECTHBIX
MPOU3BOIMTEIIEH, C aBTOMATHYECKUM OOHOBIIEHHUEM 0a3;

5. Orpannub (pU3MYECKUN JOCTYI K KOMIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Ucnonb3yil BHENIHUE HOCHUTENM MH(OpMalUU, Takue Kak (ienika, JUCK
WM (aill U3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHHUKOB;

7. He oTKpbIBail KOMINbIOTEpHBIE (haiibl, MOTYYEHHbIE W3 HEHAIEKHBIX
UCTOYHUKOB. Jlaxke Te (pailybl, KOTOpbIE MpUcan TBOM 3HAKOMBIH. Jlydlie yrouHu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Ceru WI-FI

Wi-Fi - 3T0 He Bua mepeaayn JaHHBIX, HE TEXHOJIOTHS, @ BCETO JIUIIb OpEH]I,
mapka. Eme B 1991 rony Humepianiackas KOMMaHHUS 3aperucTpupoBasia OpeHI
"WECA", uro o6o3naugaio cnoBocoueranue "Wireless Fidelity", koropsrii
MEePEBOAUTCS Kak "OecpoBOHAS TOUHOCTH'.

Jlo Hamero BpeMeHu jaouuia apyras abOpeBuarypa, KoTopas sSBISE€TCS TaKou
Ke TexHojiorueil. Jto abbpematypa "Wi-Fi". Takoe Ha3BaHue OBLUIO JaHO C



HAMEKOM Ha CTaHIapT BbIciIed 3BykoBoil Texuuku Hi-Fi, uyto B mepeBoae
O3Ha4aeT ""BbICOKAsi TOYHOCTH'.

Jla, GecruiaTHBIM MHTEPHET-IOCTYI B Kade, OTeNIX M a’dporopTax SBIsSETCA
OTJIMYHOM BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOrMe sKcmepThl CUHUTAIOT,
yT0 obmeaoctynubie Wi-Fi ceTu He sBisitoTcs 6€30macHbIMU.

CoBeThl 110 6€30I1aCHOCTH PabOTHI B 00IIEA0CTYHBIX ceTsax Wi-fi:

1. He nepenaBaii cBOIO JTUUHYIO HH(GOpMAIKIO Yepe3 obrieaocTynHbie Wi-Fi
cetu. PaboTas B HUX, )KeJIaTeTbHO HE BBOJAWTH MAPOJU JTOCTYIIA, JIOTHHBI  KaKue-
TO HOMEpa,;

2. Vcnionn3yit U1 OOHOBJISIIT aHTUBUPYCHBIE MpOTrpamMMbl U Opanamayep. Tem
caMbIM ThI 00€30MacuIllb ce0s OT 3aKaYKHU BUPYyca Ha TBOE YCTPOUCTRBO;

3. IIpu ucnonb3oBanuu Wi-Fi otkmoun ¢ynkiuio "OO0mwmii octyn K ¢aitinam
u npuHTepam'". JlaHHas (yHKIMS 3aKphiTa MO YMOJYAHUIO, OJTHAKO HEKOTOPHIC
MOJIb30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBa UCIIOJIb30BaHus B paboTe win yueoe;

4. He wucnone3yii nyOmmunbiii WI-FI s nmepemauum JWYHBIX JTaHHBIX,
HaAIMpUMED JIJIS BBIXOJAa B COLIMAIIBHBIE CETH WX B AJIEKTPOHHYIO MOYTY;

5. Wcnonp3yit Tonbko 3amuiieHHoe coenuHenne yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM uMeHHO "https://";

6. B moOunbHOM Tenedone otkiaroun ¢yHknuoo "Tlogkmrouenne k. Wi-Fi
aBromatudecku". He momyckail aBTOMaTH4YeCKOTO MOIKIIOYEHUSI YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero cornacus.

CouunaJjibHble ceTH

CoruanabHbIe CeTH aKTUBHO BXOJSIT B HAIy JKW3HB, MHOTHE JTIFOAM padOTAIOT
¥ KUBYT TaM TMOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MIJIIHAP,T YETOBEK,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEIIEH ILIaHEeThl. MHOTHE IT0JIb30BaTEIIN HE
MOHUMAIOT, YTO WH(POpPMAIHsI, pa3MEIICHHAs UMH B COITMAIBHBIX CETAX, MOXKET
ObITh HalJeHAa W WMCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE€ HE 0053aTeIbHO C
OJlaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI IO 0€30MTACHOCTH B COIIMAIIBHBIX CETSIX:

1. Orpanuyb criucok jpy3ei. ¥ 1e0s B Ipy3bsiX HE JOJDKHO OBITh CIyYalHBIX
Y1 HE3HAKOMBIX JIIOJICH;

2. 3amumiail cBOIO YacTHYIO >kM3Hb. He ykaspiBaili mapomiu, TeneQoHsl,
aiapeca, JaTy TBOEro pOXICGHUS U JIPYryl0 JHUYHYIO  HHGOPMAIHIO.
3110yMBIIIICHHUKHA MOTYT UCITOJIB30BaTh Jake HH(POPMAIIUIO O TOM, KaK Thl 1 TBOH
POJIUTENH TUTAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3aiuinaii CBOI0 peryTaluio - IEPKHU €€ B YUCTOTE U 3aj7aBail cebe BOIpoc:
XoTeql OBl Thl, YTOOBI APYTHE IIONH30BATEIN BHIEIH, YTO ThI 3arpy’Kaemib?
[Toxymaii, mpeskJie YeM 4TO-TO ONMyOJTUKOBATh, HAIUCATh U 3arPy3UTh;

4. Ecnu TBl TOBOpUIIB C JIFOABMH, KOTOPBIX HE 3HACIIb, HE MCIIOJb3YH CBOE
peaNbHOE MMS U JIPYTYI0 JUYHYIO WH(OpMAIUU: UMs, MECTO >KHTEIIbCTBA, MECTO
yueObl U TIpoUee;

5. N306erait pasmemenust pororpaduii B MluTepHeTe, rie Thl U300pakeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OTPEEIUTh TBOE MECTOTIONIOKECHHE;



6. Ilpm peructpammu B COIMATBHOM CETH HEOOXOAMMO MCIOJIB30BATh
CJIOHBIE TAPOJIH, COCTOSLIUE U3 OYKB U LIU(PP U C KOJUYECTBOM 3HAKOB HE MEHEE
8;

7. Jnga couMalbHOM CeTH, TOYThI M JAPYTHX CaWTOB HEOOXOJIUMO
UCII0JIb30BaTh pa3Hble maposu. Toraa eciu Tedsi B3JIOMAIOT, TO 3T0YMBIIIIEHHUKH
MOJIy4aT JOCTYI TOJBKO K OTHOMY MECTY, a HE BO BCE Cpa3y.

DJIeKTPOHHbIE IEHbI' U

OJNEeKTpPOHHBIE JEHBIH - 3TO OYEHb YIOOHBIN CIOCOO MaTexed, OIHAKO
CYILIECTBYIOT MOIIIEHHUKU, KOTOPBIE XOTAT MOJTYUYUTh 3T JICHBIH.

DNEeKTPOHHBIC JEHbIM MOSIBUJIUCH COBCEM HEJABHO U UMEHHO U3-3a 3TOTO BO
MHOTHX F'OCyAapCTBax JI0 CHX MOP HE MPOMMUCAHO MPO HUX B 3aKOHAX.

B Poccuu xe oHu (QyHKIIMOHUPYIOT U O HUX YK€ MPOIUCAHO B 3aKOHE, TJI€ UX
pa3aeNsoT Ha HECKOJBKO BHUJIOB - AHOHMMHBIE U HE aHOHUMHBbIE. Pa3Huia B ToMm,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peuiacTcss MpOBOAUTH oOlepanuu 0e3
UJCHTU(UKAIIMY TT0JIH30BATEINS], 2 B HEAHOHUMHBIX UJEHTU(UKAIUS TT0Th30BaATENS
SBJIIETCS 0053aTEIBLHOM.

Taxke crnemyer pasznuyaTh dJIEKTPOHHBbIE (UATHBIE JIEHBIW (PaBHbI
rOCyJIapCTBEHHBIM BaJIOTaM) M DJIEKTPOHHbIE He(dUaTHbIE JCHBIM (HE PaBHBI
rOCyapCTBEHHBIM BAJIIOTaM).

OcCHOBHBIE COBETHI IO 0€30MaCHOMN padOTe C AMEKTPOHHBIMU JIEHbraMU:

1. ITpuBsixu Kk cuety MOOMIIbHBIN TenedoH. DTO caMmblil YOOHBIN U ObICTPBIN
Croco0 BOCCTAaHOBUTH AOCTYyN K cuery. lIpuBsizanHbIl TenedoH MOMONKET, €CIIH
3a0yJenip CBOM IUIATEXXHBIM MMaposib WM 3aiiielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. Hcnonw3yii omHopaszoBble maposu. Ilocie mepexona Ha YCHICHHYIO
aBTOpHU3alMI0 TeOe yke He OylIeT YrpoKaTh OMACHOCTh KpakKH WJIM IepexBaTa
MJIATEKHOTO MaAPOJIs;

3. Beibepu crnoxHbii mapoib. [IpectynmHukam Oyaer HE MPOCTO yraaarh
CJIOKHBIN maposib. HagexHbie maposin - 3T0 Mapoiau, KOTOPbIE COAEPKAT HE MEHEE
8 3HAKOB W BKIIOYAIOT B CE€OS CTPOUHBIE U TIPOIMHUCHBIE OYKBBI, HUPPHI H
HECKOJIbKO CHMBOJIOB, TaKME€ KaK 3HAK JI0JUiapa, (PyHTa, BOCKIMIIATEILHBIN 3HAK U
t.11. Harmpumep, $tROng!;;

4. He BBOJIM CBOM JINUHBIE JJAHHBIE HA CaliTaX, KOTOPHIM HE I0BEPSIEIIb.

DJIEKTPOHHAA MOYTA

DJIEKTPOHHAsS IOYTa - 3TO TEXHOJIOTUS WU IMPEIOCTABIIIEMBIE €0 YCIYTH IO
NEPECHUIKE U MOTYUYEHHUIO AJIEKTPOHHBIX COOOIIEHUH, KOTOPhIE paclpeaeatoTcs B
KOMIMBIOTEpHOU ceTh. OOBIYHO AJIEKTPOHHBIM MOYTOBBIA SIIIUK  BBITJISIUAT
CJIeIyIOUUM 00pa3oM: UMsI_TOJIb30BaTENA(@HUMs_1oMeHa. Takxke Kpome nepeaadu
MPOCTOT0 TEKCTA, UMEETCS BO3MOKHOCTH TIEpe/iaBaTh (pailibl.

OCHOBHBIE COBETHI IO 0€30MaCHOM padOTe C AICKTPOHHOU MOYTOM:

1. Hamo BbIOpaTh NpaBWIBHBIA IMOYTOBBIA cepBHUC. B WHTEpHETE €cTh
OTPOMHBIN BBHIOOP OECTIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYUIIIEC IOBEPSThH TEM,
KOTI'0 3HACIlIb U KTO MEPBbIA B PEUTUHTE;

2. He yka3piBait B truHO#M mouTe JauuHyto nHpopmaruio. Hanmpumep, mydie
BbIOpaTh "My3bIKanbHbIN _(panat@" wium "pox2013" Bmecto "temal3";



3. Hcnonb3yil NBYXATalHYIO aBTOPU3AIMI0. JTO KOrjJa MOMHMO MapoJis
HY>KHO BBOJUTH KOJI, MpUChUIaeMblii 10 SMS;

4. BoiGepu c0KHBIN maposib. JJ1 Ka)XX0ro Mo4TOBOrO SIIMKA JI0KEH ObITh
CBOM HAJICKHBII, YCTOMYUBBIN K B3JIOMY apOJIb;

5. Ecim ectb BO3MOXHOCTh HamucaTb CaMOMYy CBOM JIMYHBIA BOIPOC,
UCIIOJIb3YH 3Ty BO3MOYKHOCTb;

6. HMcrnonp3yl HECKOJIBKO TIOYTOBBIX SIIMKOB. IIepBbIi I YacTHOM
MEPEIUCKU C aipecaramMu, KOTOPHIM Thl JOBEpsiCllb. JTO AJIEKTPOHHBIN ajpec He
HAJI0 UCTIOIh30BATh MPU PETUCTPAIMH Ha OopyMax U CalTax;

7. He oTkpeiBail ¢aitnbl U apyrue BIOKEHHsS B MHUCbMax, JaXKe €CIH OHU
MNPUIUIM OT TBOMX JApy3el. Jlyulie yTo4Hu y HUX, OTHPABIISUIM JU OHU T€OE ATH
(aiibl;

8. Ilocne oxoHwanmsi pabOThI HA TOYTOBOM CEPBUCE TMEpe] 3aKPBITHEM
BKJIQJIKU C CAUTOM He 3a0y/1b HaxkaTh Ha "BeiidTh".

Kn0epOynimHr wiim BUPTyaibHOE U3/1€BaTEIbCTBO

KubepOymummar - mpeciiejoBaHUE  COOOIIEHUSMH,  COJEPKAIIUMU
OCKOpOJIeHMS, arpecculo, 3aIyTUBaHUE; XYJIMTAHCTBO; COIIMAJIbHOE
OOMKOTUPOBAHUE C TTOMOIILIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOESPOYIITMHTOM:

1. He Opocatics B 6oii. JIyumuii crmoco0: MOCOBETOBAThCS KaK ce0sl BECTH H,
€CJIM HET TOro, K KOMy MOKHO OOpaTUThCS, TO BHA4ajle YCIOKOUThCSA. Ecium Tbl
HayHEIIb OTBEYATh OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIbKO emie OoJibliie
pa30AOKeIb KOH(IIHKT;

2. Yupasnsii cBoell kudeppernyTauue;

3. AHOHUMHOCTh B ceTh MHHMas. CyIIecTBYIOT CHOCOOBI BBISICHUTB, KTO
CTOMT 32 aHOHUMHBIM aKKayHTOM;

4. He crour BecTH XynHMraHcKuii 00pa3 BUpTyalibHOUW xku3HU. MHTEepHeT
(buKCUpyeT BCe TBOM JEHUCTBHSI W COXpaHSIET WX. YJIUTh UX OyIeT KpaitHe
3aTPYJHUTEIIBHO;

5. Cobnronait CBOIO BUPTYAIbHYIO YECTh CMOJIOAY;

6. Urnopupyit enuHuuHbId HeraTuB. OJIHOPA30BbIE OCKOPOUTEILHBIC
COOOIIeHHST JIy4lle WrHopupoBaTth. OOBIYHO arpeccusi TMpeKpamaeTcss Ha
HayvaJIbHOM CTa/IuM;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSIMH, B
COITMATILHBIX CETAX €CTh BO3MOXHOCTh OJIOKUPOBKH OTIIPABKH COOOIIECHUN C
ONPEAECICHHBIX aJIPECOB;

8. Ecnu T cBuzmeTens kubepOymHra. TBOM AEWCTBUA: BBICTYIIUTH IPOTUB
npeciieioBaTens, MoKa3aTh €My, 4YTO €ro JCHCTBUS OILICHUBAIOTCSI HETaTHUBHO,
MOJAJICPKaTh KEPTBY, KOTOPON HY)KHA IICUXOJIOTHYECKash MOMOIb, COOOUIUTH
B3pPOCIBIM O (haKTe arpeCCUBHOTO TTOBEICHHS B CETH.

MooOuabHbIi TesaedoH

CoBpeMeHHbIe cMapT(HOHBI U TIJIAHIIETHI COJAEPKAT B ceOe BIOJHE B3POCIIBII
GbyHKIIMOHAT, W TEMepb OHU MOTYT KOHKYpHUPOBaTh CO CTallMOHAPHBIMH
KoMITbroTepamMu. OHAKO, CPEACTB 3AIUTHI JIJIs1 TIOJJOOHBIX YCTPONUCTB TIOKA OYEHB



Mano. TecrupoBaHME€ M TIOMCK YS3BUMOCTEM B HHMX MPOUCXOJUT HE Tak
MHTEHCUBHO, Kak 17 [1K, To jxe camoe kacaercst U MOOMJIbHBIX MPUITOKEHHM.

CoBpeMeHHbIE  MOOWJIbHBIE ~ Opay3epbl  yXe€ MPaKTHUYEeCKH  JOTHAIU
HACTOJIbHBIE AaHAJOTH, OJIHAKO paclIMpeHue (QyHKIMOHAla BIe4YeT 3a coOoM
OOJIBIIYIO CI0)KHOCTb Y MEHBIIYIO 3aIUIIEHHOCTD.

Jlanexko He Bce MPOU3BOAMTENM BBITYCKAIOT OOHOBJICHUS, 3aKpPbIBAIOIINE
KPUTHYECKHUE YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIBHOTO TenedoHa:

Huuero He siBisieTcst mo-HacrosimeMy OecriiaTHbIM. Byap ocTopokeH, BeAb
Korja Tede mpeayaratoT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-
TO IUIATHBIE YCIIYTH;

Hywmaii, mpexae dem otrnpaButh SMS, poto mnm Buaeo. Tel TOUHO 3HACTIID,
r7e OHu OyTyT B KOHEYHOM UTOTE?

Heo6xoaumo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETro cMapThoHa;

Hcnonp3yit aHTUBHPYCHBIE IPOTPAMMBI JUI1 MOOUJIBHBIX TEJIE()OHOB;

He 3arpyxail npuioXeHus OT HEU3BECTHOIO MCTOYHHKA, BEb OHH MOTYT
COJIEpKaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECIICUEHHUE;

[Tocne Toro kak Thl BBIMJACIIb C caiiTa, T€ BBOJAWI JMUYHYIO HH(OpMAIHIO,
3aiii B HACTPOMKHU Opay3epa u ynanu cookies;

[lepunonnueckn npoBepsii, Kakue IUIaTHbIE YCIYTM aKTUBHPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOl HOMEpP MOOWMJIBHOTO Telie(pOoHAa TOJBKO JIFOJAM, KOTOPBIX Tbl
3HACIIb U KOMY JIOBEPSEILb;

Bluetooth gomkeH ObITH BBIKIIIOUEH, KOTJa Thl MM HE MoJsb3yelibes. He
3a0bIBail MHOTIa TPOBEPATH 3TO.

Online urpsbi

CoBpeMeHHbIE  OHJIAWH-UTPBI - 3TO  KPAaCOYHBIE,  3aXBaThIBAIOLIUE
pa3BieUeHUsl, OObEIMHSAIONIME COTHU ThICSY 4YEJOBEK Mo BceMy mupy. Urpoku
UCCIIEYIOT JaHHBIM MM MHp, OOLIAIOTCS APYr C JIPYrOM, BBIINOJHSIOT 3a/laHus,
CPKalOTCSl C MOHCTPAMHM W TOJY4YarOT ONBIT. 32 YIOBOJBCTBUE OHU IUIATAT:
MOKYTAIOT JUCK, OMJIAYMBAIOT a0OHEMEHT WM MIPUOOPETAIOT KaKHE-TO OIIUU.

Bce 3Tu cpenctBa uayT Ha NOAJEP)KAHUE U PA3BUTHE UIPHI, @ TAK)KE HA CaMy
0€30I1aCHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3ALIMU, BBIITYCKAIOTCS HOBBIE
natyu (udpoBbIe 3arIaTKU JJIsl TPOTPaMM ), 3aKPHIBAIOTCS YS3BUMOCTH CEPBEPOB.

B monoOHBIX Hrpax CTOUT OINAcaThCsl HE CTOJIBKO CBOUX COIEPHUKOB,
CKOJIBKO Kpa)XM TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CHUCTEMa AaBTOPHU3ALMH
OOJBIIMHCTBA UTP.

OCHOBHBIE COBETHI IO 0€30MTACHOCTH TBOETO UTPOBOr0 aKKAYyHTA:

1. Ecnu apyroit urpok BeAeT ceOsi MI0X0 WIM CO3/1aeT TeOe HENpPUSTHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. Ioxamyiicss aIMUHHCTPATOPaM UTPhI Ha IJIOXOE MMOBEJIEHNUE 3TOI0 UTPOKA,
YKeJNaTeJIbHO PWIOKUTh KaKHe-TO J0Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3piBaiil muunyo nHGoOpMaIuio B mpodaiiie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTDE;

5. He ycranaBnuBaii HeopuImaabHbIC TATIYH U MOJIBI;



6. Mcrionb3yil ClI0KHBIE U Pa3HbIE MapOJIH;

7. Jlaxxe BO BpeMs UIPbl HE CTOUT OTKJIIOYaTh aHTUBUPYC. [Ioka Thl urpaems,
TBOW KOMITBIOTEP MOT'YT 3apa3uTh.

@UIIMHT WM KPAa’Ka JTHYHBIX JAHHbBIX

OOBIYHON Kpa)eil AeHer U TIOKyMEHTOB CETOJIHS YK€ HUKOTO HE YAMBHILb,
HO C DPa3BUTHEM HHTEPHET-TEXHOJOTUM 3J0YMBIIUICHHUKH IIEPEMECTHIINCE B
WHTEPHET, U MPOJA0KAIOT 3aHUMAThCA "TIOOUMBIM" JIEITTIOM.

Tak mosBUIach HOBasl yrpo3a: MHTEPHET-MOLICHHUYECTBA WM (DUIIHHT,
TJIaBHAsg 1€7b KOTOPOTO COCTOUT B TMOJMYYCHHH KOH(PHACHIMATBHBIX JTaHHBIX
MOJIb30BaTENeH - TIOTMHOB U mapoieil. Ha anrmuiickom si3bike phishing unraercs
kak gumuHr (ot fishing - peiOHas 0B, password - mapoip).

OCHOBHBIE COBETHI 110 0OpbOE C PUIIUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciy Thl mojo3peBacllb, YTO TBOSI aHKETa
Oblla  B3JIOMaHa, TO HEOOXOAMMO  3a0JIOKUpOBaTH €€ M COOOIIMTH
aJIMUHHCTPATOPaM pecypca 00 3TOM Kak MOKHO CKOPEE;

2. Ucnonb3yit 6e3omacHble BeO-CaliThl, B TOM YHCJI€, HHTEPHET-Mara3uHoB U
IIOMCKOBBIX CUCTEM;

3. Hcnonw3yil cnoxHble M pasHble naponu. Takum oOpazom, eciau Teos
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKHA IOJIy4aT JOCTYIl TOJBKO K OJHOMY TBOEMY
npo(UIIIO B CETH, @ HE KO BCEM;

4. Ecnu T1e0g B31IOMald, TO HEOOXOIMMO MPEIyNpPEeInuTh BCEX CBOMX
3HAKOMBIX, KOTOpBIE J100aBIeHbI y T€OA B JIPY3bsX, O TOM, UTO T€Os B3JIOMAJIH H,
BO3MOYKHO, OT TBOETO MMEHHU OYJET pacchlIaThCs ClIaM M CChUIKHU Ha (PUITMHTOBBIE
CaMThI;

5. YcranoBu HaaexHbli napois (PIN) Ha MOOMIIBHBIN TENEPOH;

6. OTKJII0UM COXpaHEHUe Maposis B Opaysepe;

7. He oTkpbiBail (ailsibl U Ipyrue BIIOKEHUS B MUCHbMAaxX, JNaXe €CIU OHU
OPULUIM OT TBOMX Jpy3ell. Jlydine yTouHu y HUX, OTIPaBISUIM JU OHU TeOe ITH
(baib.

udposasi penyrauus

[Mudpoast pemyranusi - 3TO HEraTWBHas WIM IMO3UTHUBHAs HHpOpMAIUs B
cetu o tebe. Kommpomerupyromass uHbopManusi, pa3MelIeHHas B HHTEPHETE,
MOET CEepPhE3HBIM 00Pa30M OTPa3UTHCA Ha TBOEW peasibHOM xu3HU. "l{udposas
penytanus" - 3T0 TBOM UMUK, KOTOPBIA (popmupyercs u3 undopmanuu o tede B
UHTEPHETE.

TBoe MecTO IKUTENbCTBA, Yy4eObl, TBOE (PUHAHCOBOE MOJOKEHHUE,
OCOOEHHOCTH XapakTepa M paccKas3bl O OJIU3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue mnoApPOCTKU JETKOMBICIEHHO OTHOCATCS K MyOJMKalUW JIHMYHON
uHpopmanuu B MHTEepHETE, HE MOHKMMAsT BO3MOXKHBIX MociencTBuil. Tol qaxe He
CMOXKeIIb IoTrafaThcsi O TOM, 4To ¢ororpadusi, pa3MelleHHas 5 JeT Ha3al, cTaja
MPUYUHON OTKAa3a MPUHATH T€Os HA padoTy.

KommenTtapuu, pasmenienre TBoux (ororpaduii u apyrue IeUCTBHS MOTYT
HE MCYE3HYTh Ja)Xe€ I0CJE€ TOro, Kak Thl MX yJajaullb. bl HE 3HACIIb, KTO
COXpaHWJ ATy HH(OpMalMIO, ToNajga JMU OHAa B IIOMCKOBBIE CHUCTEMBI H
COXpaHWJIach JU OHA, a TJABHOE: YTO MOJyMaroT O TeOe OKpY’Kalollue JIIOJIH,



KOTOpbIE HAWAYT W yBUAAT 3T0. Haiitu nHdopmanmio MHOTO JIET CIYCTSI CMOKET
100011 - KaKk U3 100pbIX MOOYKIEHUI, TaK U C HAMEPEHUEM MPUUYUHUTD Bpel. ITO
MOKET OBITh KTO YT'OJTHO.

OCHOBHBIE COBETHI 10 3alIUTE HU(PPOBOH permyTaluu:

1. IMonymaii, npexae 4em 4yTo-TO MyOJIMKOBATh U NiepenaBaTh y ce0s B OJore
WJIU B COLUAIIBHOW CETH;

2. B Hacrtpoiikax mpoduisi yCTaHOBH OrpPaHUYEHHs] HA MPOCMOTP TBOETO
poIIs U €ro COACPIKUMOTO, CACIIal €ro TOJIBKO "/ist py3eit';

3. He pa3memniaii u He yka3bpiBail nH(OpMaINIO, KOTOpask MOXKET KOTO-IH00
OCKOPOJISITh WJIH OOUKATh.

ABTOpCKOE NPaBo

CoBpeMEHHbIE UIKOJBHUKH - aKTHBHBIC TIOJb30BATeNu  LU(PPOBOTO
npoctpaHcTBa. OQHAKO JaleKko HE BCE 3HAIOT, YTO I0Jb30BAHWE MHOTUMU
BO3MOXHOCTSIMU  LIM(ppoBOro  Mupa  TpeOyeT  coONoeHHs TpaB  Ha
UHTEJJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH "WHTEJUIEKTyalbHas COOCTBEHHOCTh" OTHOCUTCA K pa3iIMYHbIM
TBOPEHHUSIM YEJIOBEUECKOIO0 yMa, HayMHas C HOBBIX HM300pPETEHHUH M 3HAKOB,
0003HAYAIOIIUX COOCTBEHHOCTh Ha MPOJYKTHl U YCIYT'H, U 3aKaHUMBas KHUTAMH,
dboTorpadusiMu, KUHOQUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEICHUSMU.

ABTOpCKHME MpaBa - 3TO IpaBa HAa HHTEIICKTYyaJbHYI0 COOCTBEHHOCTH Ha
IIPOU3BEJCHUS HAYKH, JINTEPATYypPbl U UCKYCCTBA. ABTOPCKUE NPaBa BHICTYIAIOT B
KAueCTBE TapaHTHH TOTO, YTO HMHTEIUIEKTYyaJbHBIM/TBOPUECKUN TPy aBTOpa HE
OyJeT HampacHbIM, JAacT €My CIpaBeAJIUBbIE BO3MOYKHOCTH 3apaboTaTh Ha
pe3ynbTarax CBOETro TPyHAa, MOJYyYUTh H3BECTHOCTh M mpu3HaHue. Hukrto 06e3
pa3pelIeHuss aBTOpa HE  MOXET BOCIPOM3BOJHUTH €r0  IPOU3BEICHHUE,
pacnpocTpaHsaTh, NYOJIMYHO JEMOHCTPUPOBATH, MPOJAABATH, HMIIOPTHUPOBATH,
nycKaTb B IPOKAaT, MyOJIMYHO HCIONHSTH, MOKA3bIBATh/UCHOIHATE B 3UpEe WU
pasMmewars B IHTEepHeTE.

Hcnonb3oBanue  "mupaTckoro"  MpOrpaMMHOTO  OOECIEYEHUS!  MOXKET
MPUBECTH K MHOTMM pHUCKaM: OT NOTEPU [OAHHBIX K TBOUM aKKayHTaMm Ji0
OJIOKUPOBKHM TBOETO YCTPOICTBa, IJle YCTAaHOBJIEHA HeJerajabHas nporpamma. He
CTOUT TaKXke 3a0bIBaTh, YTO CYLIECTBYIOT JIeraJibHble U O€CIUIaTHbIE MPOrPaMMBbl,
KOTOpBIE€ MOKHO HAUTHU B CETH.

O nopraJe

CeteBUUOK.p( - TBOI IVIABHBIN COBETUUK B CETH. 3/1€Ch Thl MOXKEIIb Y3HATH O
0€30MacHOCTH B CETU MOHSATHBIM M JIOCTYIHBIM SI3bIKOM, & IIPU BO3HUKHOBEHHUH
KPUTUYECKOM CHUTyallud OOpaTUThCS 3a COBETOM. A TakKe MPHUHITh y4acTHE B
KOHKYpCaXx M CTaTh CaMbIM IIU(POBBIM IpaskIaHUHOM !



